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3.3 Decentralized execution of service compositions by runtime process migration

The decentralized execution of business process instances is a promising approach for enabling flexible
reactions to contextual changes at runtime. To realize this, this contribution focuses on the runtime
fragmentation of process instances, allowing several (potentially pre-selected) parties to execute a given
process instance in a decentralized way. The main goal here is to enable a flexible adaptation of the
responsibilities for the execution of the process (in whole or in part) to dynamically changing situations
at runtime.

In contrast to most current approaches which address process distribution by physical fragmentation
of processes and by dynamic assignment of resulting static process parts to different business partners
(see Figure 3(a)), this approach proposes to enable a more dynamic segmentation of responsibilities
at runtime by using runtime process migration as a means of logical process fragmentation (see Figure
3(b)). As this variant of process fragmentation offers a high degree of flexibility, it is particularly suitable
for environments where potential process participants (i.e. process execution engines) can enter and leave
the system dynamically or where quality-of-service-parameters change very often (see A.4).

The initial approach for a decentralized execution of service compositions by runtime process migra-
tion contains two parts:

e First, a concept for the general execution of process parts and for the (potential) delegation of the
(remaining) process including all required state information, so that exactly one participant at a
time is responsible for the execution of the process instance.

e Second, the provision of adequate privacy and security mechanisms in order to protect private
information carried within the process (e.g. private data, activities or identities).

The approach proposed here is based on a concept which has been established in the context of
highly dynamical mobile environments (see [27]). Therein, the runtime assignment of single process
tasks or larger sub processes is realized by migrating process instances from one partner to another, so
that each partner is able to perform a particular subset of the process. The assignment can either happen
dynamically, e.g. in dependence of a partner’s special capabilities or his current workload - or the process
can contain a predefined description of the desired partner to fulfill a particular task (or a set of tasks),
based on functional and/or on non-functional requirements.

Compared to physical fragmentation, process migration provides more flexibility by allowing the
distribution of running process instances while at the same time respecting the guidelines of the process
modeler. It allows for fragmenting the responsibility to execute a process at runtime - depending on the
availability of business partners or other contextual incidences. Furthermore, the granularity of fragmen-
tation and the range of distribution can be selected on the fly by each executing participant. At least in the
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Figure 3: Process decentralization variants
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Figure 4: Process encryption and key distribution

case of sequential execution, coordination and merging of multiple process fragments is not necessary.
Global variables, scopes, errors and transactions are easier to handle, because all aspects of the process
(i.e. data and control flow) are available to all executing parties. Thus, there is less communication and
coordination overhead.

However, during decentralized execution of a migrated process, its entire information is generally
public to subjects which potentially belong to foreign organizations. To prevent such privacy and security
threats, the access to process data can be restricted to specified subjects or roles. Therefore, the existence
of a basic cryptographic key infrastructure such as PKI (Public Key Infrastructure) is assumed. Critical
parts of a process description are masked, in order to ensure that only authorized participants can execute
sensitive activities and access corresponding data. Masked process parts are encrypted with a session key
which can be obtained from the migration metadata. The session key itself is encrypted with the public
key of the authorized party (see Figure 4). If more than one participant needs access to a shared object
(e.g. to a global process variable), the session key can be provided for each of them. In addition, the
integrity of process description and migration metadata can be ensured by standard procedures such as
e.g. MAC (Message Authentication Code) and digital signatures.

The classification of this approach according to the criteria for fragmentation techniques is presented
in Table 3.
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Criterion

Value

What input is given to the fragmenta-
tion

Composition paradigm

Service orchestration

Modeling language

Executable PDL, e.g. WS-BPEL

Abstraction level

Instance

Well-formedness

Yes

Self-containment

Yes

Why is the service composition frag-
mented

Distributed execution

When the fragmentation is performed in
the service composition lifecycle

Runtime

Who performs the fragmentation

Execution engine (potentially based on
the guidelines of process modeler)

What output

Composition paradigm

Service orchestration

Modeling language

Executable PDI, e.g. WS-BPEL with task

assignment
Abstraction level Instance
Well-formedness Yes
Self-containment Yes
Multiplicity 1+
Unity Yes
Cohesion Unspecified
Granularity Variable
Interdependency Yes: control flow and data dependencies
Coverage Full-extended
Overlap No

Where is the fragmentation performed in| Global

the service composition

Which phases does the fragmentation
perform

Identification and Fragment Severing

How is the fragmentation performed

Fragmentation criteria

Depending on configuration

Automation Yes

Determinism Depending on external context
Configurability Yes

Computational complexity | Linear

Optimality

Depending on configuration

Table 3: Classification of the fragmentation technique presented in “Decentralized Execution of Service
Compositions by Runtime Process Migration”

External Final Version 1, Dated November 30, 2009 20



S-Cube
Software Services and Systems Network Deliverable # CD-JRA-2.2.3

3.4 Executing Parallel Tasks in Distributed Mobile Processes

In case of a sequential execution of process fragments, the efforts of coordination can often be reduced
to a (relatively simple) delegation resp. migration protocol (see A.4). However, advanced synchroniza-
tion and coordination mechanisms are required, if parallel process fragments have been distributed to
several different parties. If furthermore shared data objects are used in more than one of these parallel
fragments, a separate execution could lead to undesired or even wrong results. (see A.5). This contri-
bution considers the concurrent execution of several parallel paths of the process instance by replication
of the process description and respective execution of the parallel section of the process by different
participants, including synchronization of control flow and data variables.

As long as the process is transferred to exactly one participant, the execution of a parallel section of
the process is uncritical as the states of each included activity are well defined and data dependencies can
be handled locally (e.g. by synchronization). However, since the execution of parallel paths on a single
machine cannot be considered as “real parallelism”, a copy of the (entire) process can be distributed
to different participants, which are each responsible for the execution of one of the parallel paths. In
order to synchronize the parallel paths a meeting point has to be defined. In consequence, the distributed
parallel execution requires advanced coordination mechanisms.

The presented concept is based on the data replication and respective methods for detection of data
dependency conflicts, decentralized coordinated execution and synchronization of parallel process frag-
ments. If the effort for synchronizing variables on parallel paths is considered to be critical (e.g. in
mobile environments where communication networks have a low bandwidth) the process designer can
reduce synchronization overhead already at design time (see Figure 5). Therefore, the process model
can be checked for process variables, which are read and/or written in more than one parallel path. In
case a data conflict is detected (i.e. coordination and/or synchronization of process variables may be
necessary in order to ensure a correct execution), the process modeler can solve unintended data depen-
dencies or assign so-called dataclasses, which specify under which circumstances the variables have to
be synchronized.

Considering runtime, the process is executed the usual way until the process execution reaches a
branch, which results in parallel execution (i.e. an AND-SPLIT). In this case, the process instance
description including all migration metadata is replicated and distributed to suitable process engines,
which are now each responsible for the execution of one of the paths (see Figure 6). Together with
the information extracted from the dataclasses, an algorithm for optimistic runtime conflict resolution is
applied in order to reduce coordination overhead among replicates. Final synchronization and merging of
replicates can be induced by specifying a fixed participant for the execution of the respective AND-JOIN
activity or by a distributed incremental procedure, which allows for determining the synchronization
point at runtime. However, this increased flexibility for synchronization also implies a slightly increased
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Figure 5: Preparation for reduction of synchronization overhead
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Figure 6: Execution and synchronization of replicated parallel process paths

coordination overhead.

The classification of this approach according to the criteria for fragmentation techniques is presented

in Table 4.

External Final Version 1, Dated November 30, 2009

22



Software Services and Systems Network

Deliverable # CD-JRA-2.2.3

Criterion

Value

What input is given to the fragmenta-
tion

Composition paradigm

Service orchestration

Modeling language

Executable PDL, e.g. WS-BPEL

Abstraction level

Instance

Well-formedness

Yes

Self-containment

Yes

Why is the service composition frag-
mented

Distributed execution

When the fragmentation is performed in
the service composition lifecycle

Runtime

Who performs the fragmentation

Execution engine (potentially based on
the guidelines of process modeler)

What output

Composition paradigm

Service orchestration

Modeling language

Executable PDI, e.g. WS-BPEL with task

assignment
Abstraction level Instance
Well-formedness Yes
Self-containment Yes
Multiplicity 1+
Unity Yes
Cohesion Unspecified
Granularity Variable
Interdependency Yes: control flow and data dependencies
Coverage Full-extended
Overlap No

Where is the fragmentation performed in| Global

the service composition

Which phases does the fragmentation
perform

Identification and Fragment Severing

How is the fragmentation performed

Fragmentation criteria

Depending on configuration

Automation Yes

Determinism Depending on external context
Configurability Yes

Computational complexity | Linear

Optimality

Depending on configuration

Table 4: Classification of the fragmentation technique presented in “Decentralized Execution of Service
Compositions by Runtime Process Migration”
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3.5 Bridging Requirements and Executable Processes using Merge Techniques

This paper is of exploratory nature. It aims at connecting the area of RE and BPM, which up to now
have evolved mostly in separation. The paper contributes an investigation of how merge techniques can
be applied to use case scenarios and service composition models.

The paper is motivated by the observation that use case scenarios and models of process-based ser-
vice compositions are of similar nature. On one hand, a use case contains set of scenarios focused on
achieving the same (business) goal. Each scenario describes the steps performed by the system (usually
including its interactions with the users) in order to achieve the scenario’s goal. On the other hand, a
service composition model defines the ordering of the activities (e.g. service invocations) that have to be
performed by a system (e.g. a process execution engine) to achieve the goal of the service composition,
i.e. provide the composite service. Scenarios and service composition models differ in their degree of
abstraction and in the modeling languages they adopt.

Both scenarios and service composition models correspond to stages in the SBA proposed in [15]:
scenarios are created during the EARLY REQUIREMENTS phase, while process models are the artifacts
created during the REQUIREMENT ENGINEERING AND DESIGN phase that are later deployed and exe-
cuted. The development of SBAs would benefit from the semi-automation of the transition between the
EARLY REQUIREMENTS and REQUIREMENT ENGINEERING AND DESIGN phase, which can be real-
ized through methods and tools to (semi-)automatically create service compositions from the use case
scenarios.

The paper envisions two alternative approaches to bridge the use case scenarios and service compo-
sition models:

Requirements Engineering Process Modelling
MSC4

Use Case

Executeable
Process
Model

Integr.
Scenario

Scenario

\J
< e e =

Scneario
Integration &
Consolidatio

Refinement &,

Transfor-
. Evaluation

mation

Use Case, MSC,

Scenario
= notation process

notation

Scenario —p» l;'

Figure 7: Deriving Process Models from Use Cases - Alternative 1
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Figure 8: Deriving Process Models from Use Cases - Alternative 2
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Merge first, Transform later: the scenarios are first merged, and then transformed into a service com-
position model (Figure 7);

Transform first, Merge later: each scenario is transformed into a distinct service composition; the ser-
vice compositions so produced are later merged into one (Figure 8).

The paper compares the two alternatives in light of the state of the art of merging use case scenarios
and service compositions. The outcome of the paper’s investigation is that, while there is a consistent
body of work that can be used to bridge use case scenarios and service composition models in the scope
of SBA, the state of the art suffers from some deficiencies that require further research efforts.

External Final Version 1, Dated November 30, 2009 25



S-Cube
Software Services and Systems Network Deliverable # CD-JRA-2.2.3

4 Conclusions

This deliverable investigates fragmentation and merge approaches for service compositions. The contri-
butions of this deliverable are of three different types. First of all, it provides classification criteria for
fragmentation techniques for service compositions. Secondly, the deliverable introduces four novel ap-
proaches for fragmentation criteria of service compositions applied in different domain that range from
transactional service compositions to migration of instances of service orchestrations. Finally, it inves-
tigates the role of merge in bridging the gap between Requirement Engineering and Business Process
Management.

The content of this deliverable will be used as basis for the upcoming CD-JRA 2.2.4: Models, Mecha-
nisms and Protocols for Coordinated Service Compositions. CD-JRA 2.2.4 will include the specification
of mechanisms and coordination protocols for controlling the consistent execution of fragmented pro-
cesses. The fragmentation and merge techniques presented in this deliverable are a first step towards
the specification of those mechanisms. Moreover, the classification criteria for fragmentation techniques
provided in the scope of this deliverable will act as a baseline for defining the properties of the frag-
mented processes, as well as a catalogue of important aspects of current and future techniques for the
fragmentation of processes.
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