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attribute is measurable, then it can be measured by one or more quality metrics. For instance, reliability
can be measured by the metrics of Mean Time Between Failure (MTBF), Mean Time To Failure (MTTF),
and Mean Time To Transition (MTTT). If a quality attribute is not measurable, then it cannot be measured
by any metric. This concept consists of four main attributes, namely URI, name, monotonicity, and
weight. The first two attributes are used to uniquely identify the metric. The third one signifies the
monotonicity (positive or negative) of the quality metric, i.e. if the greater is its value the greater is the
quality offered. The fourth attribute represents the significance of the metric with respect to the other
metrics used to measure its quality attribute.

Each quality metric has (see hasType relation) a specific Value Type (i.e., domain of values) and is
applied on (see onElement relation) a specific Service Object (i.e., the service itself, its operations, its
input or output data, etc.). For instance, service response time can have as value type the integer set
[1,10] and is applied on/concerns the service itself. The measurement values (see Metric Value concept)
of a metric are provided by a Measurement Party and have a specific timestamp attached to them to
enable reasoning about them (e.g. statistical derivation).

Quality metrics can participate in Metric Relations. These relations are qualitative in nature and are
derived from the qualitative dependencies of the corresponding quality attributes (that are measured by
the quality metrics of the relations). For example, consider the qualitative dependency between response
time and data accuracy. This dependency can have a medium impact (actually this impact depends on
the capabilities of the service’s hosting system) and a positive direction. Further, consider that the former
attribute is measured by an average metric and the latter with the Mean Absolute Percent Error (MAPE)
metric [15]. These two metrics can participate in a metric relation that has a medium impact and a positive
direction. Please note that the derived metric relation has a different direction than the dependency of the
corresponding attributes. This is due to the use of the MAPE metric which is negatively monotonic and
has opposite monotonicity from the one expected for the data accuracy attribute.

A quality metric can be Resource or Complex. Resource metrics (e.g. service status) are measured
by (see measuredBy relation) Measurement Directives directly from the instrumentation of the service’s
measurement system. Complex metrics (e.g. average availability) are computed from other metrics (see
producedBy relation) through the use of Metric Functions (see measuredBy relation). Metric Functions
take as input a list of arguments and produce as output an argument. An Argument can be a numeric value,
a metric, a measurable quality attribute, a metric function, or a numeric function. A special sub-concept
of complex metrics is Aggregated Metric used to represent those metrics that compute the aggregated
quality of SBAs (i.e., of service compositions).

Similarly to quality attributes, quality metrics can be controllable or uncontrollable and negotiable
or non-negotiable. Usually, if a quality attribute is uncontrollable or non-negotiable, then its metrics are
also uncontrollable or non-negotiable, respectively. However, the opposite is not true, so there can be
cases like the one where a quality attribute is controllable but one of its metrics is uncontrollable because
it is computed by a different party than the one that controls the metric’s attribute. These cases should be
captured by the meta-model.

Static Metrics are metrics whose values are computed once and remain almost stable during the
service’s lifetime. On the other hand, the value of Dynamic Metrics is regularly changing based on
a specific schedule. Moreover, the latter metrics should be related to the layers of the Service-Based
System where monitoring can be performed (see attribute layers).

According to the scale of measure they use, quality metrics can be distinguished into nominal, ordi-
nal, interval, ratio, and absolute metrics. Nominal Metrics have a value type which contains values that
have no specific ordering. Ordinal Metrics have value types that have a specific ordering in their values.
However, this ordering is not always machine-understandable and processable, especially in the case of
string-based value types, and ordering functions should be used to create a specific order between the
metric values (e.g. by mapping them to numbers). Interval Metrics have specific ordered value types
where the interval between any two consecutive values is always constant. Ratio Metrics contain ordered
value types that preserve not only the intervals but also the ratios between any two consecutive values.

External Final Version 1.3, Dated June 16, 2009 25



S-Cube
Software Services and Systems Network Deliverable # CD-JRA-1.3.3

Both interval and ratio metrics are usually associated (through the hasUnit relation) with a Unit of mea-
sure. Absolute Metrics represent a special type of metric that takes the form: “num of occurrences of x
in the measurement set”.

Finally, Units have a specific name and abbreviation and a specific set of synonyms as attributes.
They are distinguished between Basic Units and multiples of units (MultipleOfUnit). The latter units are
produced from the former by multiplying a constant (magnitude). For instance, a value in ‘milliseconds’
can be produced from a value in ‘seconds’ by multiplying the latter value with 1000. Basic units are
further categorized into unique and derived. Unique Units (e.g. ‘seconds’) do not depend on other units,
while Derived Units do and can be produced from other units.

3.2 Quality Specification Constructs

This section will be dedicated to analyzing the second part of the S-Cube’s quality meta-model that
concerns the concepts needed for creating and representing service quality specifications and SLAs.
This second part builds on the previous part, as quality characteristics and metrics are used to define
constraints and service levels in service quality specifications and SLAs, respectively. The second part
of the quality meta-model is displayed in Fig. 3.2.

This section is separated into two subsections, where the first one is dedicated to analyzing the
concepts related to matchmaking, negotiation, and contracting (e.g., SLAs, penalties, quality offerings
and demands), while the second one is dedicated to analyzing the concepts related to quality specification
(e.g., constraints, KPIs, and predicates).

3.2.1 Matchmaking, Negotiation, and Contracting Information

The entities that actually create the service quality specifications and SLA documents are called Actors.
These actors can be Users, Companies, or Agents acting on behalf of other actors. Users have a name, title
and contact information as attributes, while other information for them (e.g. preferences) can be found on
User Profiles. All the information about companies can be found in the corresponding Company Profiles.
All of these actors can participate in service negotiations so they should have (see strategy relation) a
specific Negotiation Strategy. In the special case that an actor is an agent, this actor can enforce part of
or the whole negotiation strategy of its enabling actor.

Actors can take different Roles (see takesRole relation) in different cases. The roles that an actor can
take are those of the service Provider, Requester and Third Party. An actor can take many roles even at
the same time provided that these roles are not conflicting with each other. For example, a user cannot be
concurrently both a provider and requester for the same service. A Third Party can be a Broker (providing
service discovery facilities or mediating negotiations), a Measurement Provider or a Condition Evaluator
(evaluating SLA conditions).

Providers provide a Service and have a specific CostModel associated to this service (see relations
costModel and forService). A cost model consists of a set of CostFunctions that map a specific quality
attribute to a specific cost. The actual cost of the service is computed by adding these cost functions when
they are applied on the value of the quality attribute that is promised or delivered by the service. A service
can deliver a Service Object (e.g. a video or a data file) and both the service and its object have specific
Quality Capabilities. Quality capabilities are contained in service Quality Offerings which are service
Quality Specifications with specific time validity (this is crucial for highly dynamic environments where
quality is constantly changing). Moreover, quality capabilities are mapped into Service Levels which
are established in service Contracts after a successful service negotiation between service providers and
requesters.

Apart from service levels, contracts contain other important information like the time validity, the
penalties that will be enforced when the contractors do not correctly fulfill their obligations (e.g. the
service of the provider deviates from the required service level), and the exceptional conditions that can
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happen during service execution and the corrective actions for these conditions. Especially, the penalties
of a contract are both associated to a quality constraint and to the cost of the constraint’s violation. A
contract’s contractors (see contractor relation) are the service provider and requester, while there are
also other Third-Party entities that play an important role like the measurement providers (that provide
instantiations of quality metrics), the condition evaluators (that check if a service level condition that
includes a quality metric is violated), or the brokers (that perform service discovery or mediate in service
negotiations).

A special type of contract is that of a Composite Contract. Composite contracts are used to represent
contracts between a composite service provider and a requester. The fact that makes them special is that
they depend on and consist of other contracts which are agreed between the composite service provider
and the service providers of the component services of the composite service.

Requesters seeking for a specific service usually have a specific budget which is actually a Cost
associated to a specific currency. These actors also have a specific Quality Selection Model and specific
Quality Requirements expressed in service Quality Demands. Both the quality selection model and the
quality demand are expressed inside a service Quality Request which is issued by the requester to a
Broker or matchmaking engine in order to find the best service that fulfils his/her needs. A quality
selection model contains a set of <quality attribute, weight> pairs that specify the importance of each
quality attribute for the requester and how the best service should be selected. A service quality demand
is actually a service quality specification.

3.2.2 Quality Specification Information

Both service quality capabilities and requirements are expressed in the same way through the use of
Rules or Constraints (see expressedBy relation). The constraints can be simple, complex or KPIs. Simple
Constraints take two Arguments that are compared based on a specific Comparison Predicate. Moreover,
each simple constraint is either hard or soft (see hard attribute) and has a specific weight that signifies its
importance. The latter two attributes can be very useful in the matchmaking and negotiation processes
when there is no service quality offering that completely satisfies the service quality demand so some
of the constraints of the service quality demand should be relaxed. Complex Constraints contain a list
of constraints (Constraints List) and they apply a specific Constraint Predicate on this list. KPIs are a
special kind of constraints that apply a specific formula to one or more Process Performance Metrics
(which are quality metrics) in a specific analysis period. The outcome of the KPI's formula application
is compared with an upper or lower bound value in order to infer the satisfaction of this KPI.

Finally, the last analyzed concept is the one of Predicates. Predicates can be n-ary, binary or unary
according to the number of arguments (i.e., arity) on which they apply. Constraint predicates can be of
any arity, while comparison predicates can be only Binary Predicates.
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Chapter 4

End-to-End Quality Decomposition
through Service Negotiation

In this section, we attempt to solve the difficult problem of decomposing end-to-end quality, as it is
defined in a composite service quality specification, into individual service quality of the component ser-
vices (of the composite service) embodied into service quality specifications and SLAs. This is dictated
by the second objective of this deliverable. The approach that is followed is that an instance of this prob-
lem is solved by mapping it into a composite service negotiation scenario. Through this scenario, the
use of the previously introduced quality meta-model is highlighted, while an incomplete solution to the
particular instance of the problem is given. The solution relies on combining the research work already
performed by the WP partners on service quality negotiation.

This section is organized into two main sections. The first section explains the problem and which
instance of it we attempt to solve, while also highlights the use of the meta-model. The second section
provides an extended summary of the research works already performed by the WP members for service
negotiation and explains how they can be combined in order to address the instance of the problem we
want to solve.

4.1 Problem Instantiation and Meta-model Usage

4.1.1 Problem Instantiation

The second objective of the deliverable dictates that an approach for decomposing end-to-end quality into
quality specifications for individual SLAs has to be developed. In order to better explain and cope with
this quality decomposition problem, we take the following view: Supposing that there are end-to-end
quality requirements requested by a service requester, a composite service provider has to assure that the
end-to-end quality offered by his service and maybe agreed with the service requester is guaranteed. So,
actually, the end-to-end quality decomposition problem is an instance of end-to-end quality assurance,
as the composite service provider has firstly to decompose the end-to-end quality into individual service
quality of the component services and then to ensure that the individual service quality does not deviate
in order to assure the end-to-end quality of his composite service. Thus, in the end, the composite service
provider has to negotiate with many service providers — which have services that match the component
services of the composite service — the individual service levels of the component services in order to
assure that the end-to-end quality of his composite service is guaranteed. The latter form of negotiation
will be from now on called Composite Service or Contract Negotiation, while its successful result will
be called Composite Contract. In this type of contract, both the agreed composite and individual service
levels are defined.

While the problem of decomposing end-to-end quality into quality of component services has been
dealt with successfully by many research attempts that solve the well-known Service Concretization or
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QoS-aware Service Composition problem (see deliverable PO-JRA-2.2.1), the composite service nego-
tiation problem sketched above has not been completely addressed by the research community [27]. We
believe that the latter problem is very important and even more crucial, bigger, and complex than the
Service Concretization problem which gives static and sometimes outdated or invalid solutions. In fact,
the Service Concretization problem is a sub-problem of the composite service negotiation problem be-
cause the former has to be solved in order to find the solution of the latter. To better explain, a Service
Concretization problem is solved in the very beginning of the composite service negotiation in order to
decompose end-to-end quality and initiate the individual service negotiation. Then if an individual ser-
vice negotiation fails, then it has to be solved again or re-negotiation at the higher level must take place
before it has to be solved again. The overall goal is to produce a composite contract that will drive the
execution of the composite service and its constituent services.

As it can be seen from the above analysis, composite service negotiation is a very novel and complex
problem. The complexity lies on the fact that many different service negotiations take place at two
different levels (for the composite service and its component services) and depend on each other. So the
result of one negotiation may have a significant effect on the result of the other negotiations. In order to
deal with this problem, new techniques have to be devised or other techniques from other research fields
have to be explored (e.g. hierarchical transactions). While the goal of this WP is to propose a solution to
this problem, it is difficult to reach a good and complete solution in a very short time. To this end, this
deliverable does not propose a complete solution but sketches how four research approaches [1, 2, 3, 4]
of the WP partners can be jointly used to solve this problem. The sketched solution is analyzed in the
next section.

4.1.2 Meta-model Usage

In this subsection, we analyze how the developed quality meta-model can be used to model an example of
a composite service negotiation. In this way, we follow a proof-of-concept approach in order to show the
effectiveness and adequacy of the quality meta-model. Firstly, we start explaining this example, which
is drawn from the Wine Production case study (see deliverable CD-IA-2.2.2), and then we show how the
meta-model concepts can be used to model all the appropriate information.

Example explanation

Based on the Wine Production case study (see deliverable CD-1A-2.2.2), we consider that the Quality
Manager is a user requester R that has to detect critical conditions for one of the vineyards of the Wine
Producer and to take appropriate actions. This user needs specific information like the temperature of
a specific region of the vineyard in a fast and accurate way by a service that could be executed several
times each day. Suppose, now, that there is a Vineyard Forecast composite service .S provided by a service
provider (SP) S P, which takes as input the region to inspect and the critical temperature and produces
as output the sub-regions that have a temperature below the critical temperature and the accuracy of the
result. This service consists of three operations/services: Weather Forecast Sy, Vineyard Sensor Network
So, and the Accuracy Resolver Ss services. The first two services are executed in parallel, while the third
one is executed after the end of the execution of the first two services. The first service takes as input
the region and provides the temperature that it predicts with the appropriate accuracy, while the second
service takes as input the region and the critical temperature and produces a list of sub-regions that have
a temperature lower that the critical temperature and the accuracy of the result. These two services have
to be provided externally and there are two SPs SP; and SP» that can provided them, respectively.
The third service takes a input the output of the second service, filters the sub-region set based on the
predicted temperature of the first service (if there are contradictions so a faulty sensor reports wrong
information), and produces the accuracy of the final result. This service is implemented internally by the
Vineyard Forecast SP.
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Let us now suppose that all participants express service quality specifications in terms of three quality
metrics: a) average response time art (expressed in seconds and having as value type the integer set
[1,5]), b) minimum availability mav (having as value type the real set [0.0,1.0]), and c) average accuracy
acc (having as value type the real set [0.0,1.0]). Both the SP and R express that the requested service
would provide the following capabilities: art >= 1 and art <= 7 and mav >= 0.99 and acc >= 0.8.
Both SP; and SP; express the following capabilities: art <= 1 and art <= 5 and mav >= 0.995
for their services. Moreover, for service S; we have that acc >= 0.8, while for service Sy we have
that acc >= 0.9. In addition, the S P knows that his internal service S3 has the following capabilities:
art <= 1and art <= 2 and mav >= 0.99999 and acc >= 0.85. It is easy to see that if SP
chooses to implement his composite service’s tasks with the services of SP; and S P, then the quality
capabilities of his service would be guaranteed. So a composite service negotiation takes place between
all the participants that results in a composite contract that depends on two other contracts which are also
generated.

Meta-model Conceptualization of the Example

The average response time metric measures the quality property of response time. In our case, this
property is an instance of the QoS, Measurable, Negotiable, and Controllable concepts and refers to the
Service/SBA functional level. The same goes for the availability quality property which is measured
by the minimum availability. However, response time belongs to the Performance Quality Group, while
availability belongs to the Reliability quality group. Finally, the average accuracy metric measures
the quality property of accuracy, which belongs to the Data Quality quality group and refers to the
Service/SBA functional level.

Concerning now the metrics, average response time is an instance of Dynamic, Complex, Ratio,
Controllable, and Negotiable classes and is applied on the service Service Element. The same goes
for the minimum availability metric. However, average response time is measured in seconds (instance
of Unit class), while minimum availability is measured as a percentage. Finally, the average accuracy
metric is instance of Dynamic, Complex, Ratio, Uncontrollable, and Non Negotiable classes and is
applied on the operation result Service Element.

Now, the Composite Contract instance C'C'1 that will be produced will have as contractors the SP
and R participants (instances of the class User). The former takes the role of the Provider, while the
latter takes the role of the Requester. The SP provides service S that is an instance of the Service
class and has a specific Quality Capability (QC that is mapped to a specific Service Level SL inside
the CC1 contract. QC will be expressed through an instance of a Complex Constraint, which will be
composed of a list of fourSimple Constraints applied on the and Constraint Predicate. The first two
simple constraints of the list will be referring to the average response time metric and will have specific
comparison predicates and numeric values, while the third simple constraint will refer to the minimum
availability and will have the >= comparison predicate and the numeric value of 0.99. The fourth simple
constraint will refer to the average accuracy and will have the >= comparison predicate and the numeric
value of 0.80.

The other two created contracts will be an instance of the Contract class and will have as contractors
the S P and the SP1 or S P, users, respectively. In these contracts, S P takes the role of Requester while
the other users take the role of the Provider. The contracts are populated in the similar way concerning
the remaining terms as with the composite contract. Moreover, the composite contract will depend on
these two contracts (i.e. the depends on relationship is used to connect the contract instances).

4.2 Initial approaches for negotiating composite SLAs

In this section, a solution to the composite service negotiation problem that combines three research
approaches of the WP members is provided. First of all, in the first subsection, the solution is sketched,
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while it is shown how one complementary — with respect to the three WP member research approaches —
approach [4] can be used to support this solution. Then, in the remaining subsections, the three research
approaches of the WP members are analyzed, while a justification of how they can be utilized in the
proposed solution is given.

4.2.1 Solution

First of all, we suppose that a functional and quality-based discovery process has been executed by a
broker and has inferred that there is a match between the service capabilities of the composite service
and the service requirements of the service requester. Then, both the composite service provider and
requester are engaged in a hierarchical and composite contract negotiation process which is carried out
either by the broker or by the composite service provider’s system. Our analysis supposes the existence
of the broker that carries out the solution process.

The broker gets the quality capabilities and requirements of the two participants in the SBA level
along with their negotiation capabilities and examines if there exists a broker-based negotiation protocol
that can be enacted to start the negotiation between the two participants. If not, then the composite
negotiation fails. Otherwise, negotiation between the participants initiates. Let us assume that this
negotiation results in a composite SLA which has to be assured — i.e. there is a step between the final
agreement where the end-to-end quality has to be guaranteed. Then, based on the end-to-end quality of
this SLA, the structure of the composite service, and the service quality specifications and negotiation
capabilities of candidate services stored in the broker’s system or retrieved by this entity, a negotiation
capability filtering, a Service Concretization (SC) problem solving and negotiation protocol discovery
are executed sequentially in order to: a) decompose the end-to-end quality, b) map each component
service of the composite service to a particular candidate service, and c) to choose a particular negotiation
protocol so as to enact the negotiation between the composite service provider and each component
service provider. Let us name this phase as hierarchical engagement phase. If there is no solution for
the SC problem, then the control goes back to the root negotiation process so as to re-negotiate the SLA
between the composite service provider and the requester (i.e., relax some quality constraints of the
requester).

Then, an hierarchical negotiation process is executed, whose goal is to establish an SLA for each
component service. If one of the component service negotiation fails, then the chosen candidate service
is filtered and either negotiation takes place for the next candidate service for the same component service
or the broker’s execution goes back and re-executes the steps b) and c¢) of the hierarchical negotiation
phase. The whole process stops either when all SLAs are established in an hierarchical manner or when
this is not feasible any more.

Backbone System for the Proposed Solution

Engagement protocols are used in order to setup a negotiation. After closely looking at the engagement
protocol described in the approach of Comuzzi and Spanoudakis [4], which was developed by the CITY
WP member organization for another European research project, it is easy to see that this protocol is
used to establish a composite monitoring framework for monitoring a Service-Based System (SBS) (i.e.
a composite service). A similar engagement protocol could be used to establish a composite negotiation
framework or broker that could mediate the negotiation both between the user and the composite service
provider and between the composite service provider and the third-party providers. This composite bro-
ker would get the negotiation capabilities of all the participants (e.g. after discovering which candidate
services can be used for executing a task of the composite service) and then would try to match them
(by considering the research work of the first research paper [1]) in order to find out which are the pos-
sible negotiation protocols that can be used and which third-party service providers would be ruled out
from negotiating with the composite service provider. Then this broker would run as an hierarchical pro-
cess in order to execute the n+1 negotiations between the participants by executing simultaneously the
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two different negotiation protocols analyzed in the research works of the second and third paper [2, 3].
So, actually, this research approach, if extended appropriately, could be the backbone of the composite
negotiation system-solution.

4.2.2 Paper [1]: Semantic-Aware Service Quality Negotiation

The goal of Web service (WS) discovery is to select WSs that satisfy both the users functional and non
functional requirements. Focusing on non functional requirements, a matchmaking algorithm usually
takes place to verify if the quality offered by the WS provider overlaps the quality requested by the user.
Since quality, in a provider perspective, is costly, a further step, a negotiation, should be performed to
identify a mutually agreed quality level.

In this paper, a semantic description model for service discovery and negotiation is proposed. More
specifically, OWL-Q, an extension of OWL-S for a rich, semantic, and extensible QoS-based service
description is extended in order to describe the negotiation capabilities of the participants. OWL-Q is ex-
tended with a new set of concepts and properties, which are grouped as Quality-related and Negotiation-
specific extensions. The former extend the ontology in order to accommodate the Negotiation Object,
i.e., the description of what can be negotiated. The latter introduce new concepts, such as the negotiator
actor or service consumers’ negotiation strategies, which are then used to define the negotiators’ decision
model.

For what concerns the negotiation protocol, the extension of OWL-Q that describes various nego-
tiation protocols, such as trading and tendering, is currently under development. In this paper, the re-
search approach is limited to QoS configuration algorithms for which the the negotiators’ strategies are
parameterized. The WS QoS configuration protocols proposed in the paper can be implemented by a
broker-based architecture for QoS negotiation.

Quality-related extensions are introduced to cope with two fundamental issues raised by the need to
support QoS negotiation through an ontology:

e Not all QoS dimensions, either technical or domain dependent, are negotiable. A QoS dimension
is Negotiable when its value can be set by the service provider at runtime, i.e., when the service is
invoked. Non-negotiable QoS dimensions are the ones for which the value cannot be set at runtime
by the service provider. For instance, when a service is invoked, its reputation is fixed, regardless
of the technique adopted for assessing reputation. Moreover, the service provider can always de-
cide whether to allow or not the negotiation of a specific quality dimension. In our SMS service
running example, response time can be considered as negotiable, since the response time value can
be altered by the provider at execution time according to the customer requirements. However, in
case the provider’s provisioning infrastructure does not allow such an adaptation, the developed
ontology allows the provider to declare the response time as non negotiable;

e In order to automatically negotiate the QoS of a service, we also need to define a total ordering
relation among admissible values identified for each QoS dimension. This ordering is established
by the communities of domain experts that define the quality documents associated to a category
of WSs.

Negotiation-specific extensions concern the concepts and properties, besides QoS definition, required
to establish a negotiation framework. In particular, the following concepts are identified:

e Negotiator Actor. Usually, the participants involved in WS QoS negotiation are the service
provider and the service consumer. However, a more flexible approach should consider that the
execution of a negotiation may be delegated to a trusted third party, such as, for instance, an ad-
hoc agent explicitly designed to negotiate on behalf of the service provider or the service customer.
Introducing the negotiation actor also enables our framework to accommodate other negotiation
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protocols, such as, for instance, single-text mediated negotiations, which require the existence of
a third party trusted by all the negotiation participants;

o Negotiation Strategy As previously introduced, our semantic-aware negotiation framework relies
on the assumption of having parameterized negotiation strategies, i.e., negotiation strategies that
are fully determined when a negotiator actor specifies the values of a set of parameters, such as the
initial offer and the degree of concession over time to the counterpart.

e Cost model From the provider’s point of view, the negotiation often relies on a cost model, i.e.,
parameterized functions that are used to evaluate the cost sustained by the service provider for
giving a certain level of quality in his or her service offers. Usually, WS QoS cost models are
additive, that is, the cost of a service offer is given by the costs associated by the cost model to
each single QoS value that appears in the offer.

Apart from proposing a specific ontological description model for service discovery and negotiation,
the paper motivates and highlights the power of ontologies when they are used in conjunction with rules
in order to infer new knowledge such as equivalence of quality attributes, matchmaking of a QoS offer
with a demand, producing the price of a specific QoS level for a provider, etc. Generally, the whole
discovery and negotiation algorithms may be written in the form of a modular set of rules so that only
specific functions need to be actually implemented in places where mathematical tools are required.

Research Approach Usage

The work analyzed in this paper can be used for the semantic description and matchmaking of quality-
based specifications, for the semantic description and matchmaking of the negotiation capabilities of the
participants, and for the production of useful facts that can assist the actual negotiation process. So this
work can be used in conjunction with an actual negotiation protocol, feeding it with valuable information
before it is enacted. With the appropriate extensions, this work can be used for discovering which is the
suitable negotiation protocol between a set of participants by automatically inspecting their negotiation
capabilities and inferring the required knowledge.

4.2.3 Paper [2]: A Framework for QoS-Based Web service Contracting

This paper proposes a framework for the automation of the Web service contract specification and estab-
lishment. An extensible model for defining both domain dependent and domain independent Web service
QoS dimensions and a method for the automation of the contract establishment phase are proposed. A
matchmaking algorithm is proposed for the ranking of functionally equivalent services, which orders
services on the basis of their ability to fulfill the service requestor requirements, while maintaining the
price below a specified budget. An algorithm for the configuration of the negotiable part of the QoS Ser-
vice Level Agreement (SLA) is illustrated, which is used to configure the agreement with the top-ranked
service identified in the matchmaking phase.

A contract is a formal agreement between two or more parties to create mutual business relations or
legal obligations. In electronic settings, contracts are composed of different parts, such as the definition
of business partners, the specification of functional obligations, and quality, price, and penalties related
to the object of the agreement. In a dynamic business scenario, the contract definition and establishment
should be automated as much as possible, in order to allow organizations to dynamically modify business
partners or reconfigure the SLAs on quality aspects negotiated with service providers. In the context
of Web services, contracts on QoS aspects can also be used for process monitoring and for providing
advanced capabilities, such as self-healing behavior with respect to functional or quality related failures
during service provisioning.
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Three activities define the lifecycle of an electronic contract, that is, (i) contract definition, (ii) con-
tract establishment, and (iii) contract enactment. The contract definition activity concerns the establish-
ment of a model for the definition of contract terms, which is understood and shared by the contracting
parties. This is usually achieved through the definition of a contract template, which is then instantiated
in an actual contract that reflects the domain dependent interests of providers and customers. The con-
tract establishment activity concerns the instantiation of the contract template in an actual contract. It
may involve the selection of the contract partner, among a set of potential partners, on the basis of func-
tional requirements, the matchmaking of offered and required QoS, and the negotiation of the contract
terms between the selected partner and the service customer. Finally, the contract enactment concerns
the execution of the contract. In the specific context of contracts on QoS aspects, this activity coincides
with the monitoring of the satisfaction of QoS guarantees negotiated by a service provider and the service
requestor.

This paper contributes to the research on Web service QoS contracting in two ways. First, it pro-
poses an extensible QoS model for Web services that is suitable to manage different QoS dimensions,
either negotiable, non-negotiable, domain dependent, or domain independent, defined by heterogeneous
metrics and measurement methods. The model entails the description of admissible values for a QoS
dimension as a collection of totally ordered values or ranges, which can be translated into adimensional
levels to reconcile heterogenous metrics and measurement methods. Second, it proposes mechanisms
for service matchmaking, selection, and offer configuration able to exploit the aforementioned QoS de-
scription. In particular, the matchmaking algorithm extends current practice, which usually requires the
provider offer to fully cover the service requestor’s requirements, by considering also the service offers
that only partially cover the requirements. Such a scenario becomes possible when matchmaking is cou-
pled with a subsequent offer configuration phase, which guarantees that the final agreement between a
service provider and the requestor belongs to the overlap of offered and required QoS. In between the
matchmaking and SLA configuration phases, we also propose a service selection mechanism, which ap-
plies to the specific context of QoS-Based Web service contracting some basic results on multi-attribute
auction theory developed in the field of microeconomics. The modeling concepts and the contract lifecy-
cle approach described in the paper have been developed within the S-Cube activities towards developing
concepts for specifying end-to-end quality characteristics and negotiating SLAs.

Research Approach Usage

While the first research approach can be used for modeling the negotiation capabilities of the negotiation
parties and for assisting the service negotiation process by automatically providing useful facts like which
services have quality capabilities that match the quality requirements of the requester, this approach is
complementary as it proposes a framework for the automation of the Web service contract negotiation
and establishment. So this approach can be utilized after the first approach execution (so some useful
information is already derived for it) for performing the actual negotiation between the participants for a
particular service, either this service is composite or not, and producing the corresponding SLA.

4.2.4 Paper [3]: A Dynamic Privacy Model for Web Services

Nowadays, Web services are being recognized as an emerging platform to quickly develop complex dis-
tributed applications. Many services (e.g., mortgage approval, travel agency) require service requestors
to disclose some personal data (e.g., credit card number, home address). As the number of inappropriate
usage and leakage of personal data is increasing, privacy concerns is becoming one of most important
concerns of service requesters, service providers and legislators. In order to take into account the pri-
vacy concerns of the individuals, organizations (e.g Web services) provide privacy policies as promises
describing how they will handle personal data of the individual. However, privacy policies do not con-
vince potential individuals to disclose their personal data, do not guarantee the protection of personal
information, and do not provide how to handle the dynamic environment of the policies.
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In this paper, a framework is introduced based on an agreement as a solution to these problems. A
privacy agreement model is proposed that spells out a set of requirements related to consumers privacy
rights in terms of how service provider must handle privacy information. Two levels are defined in the
agreement: (1) policy level (2) negotiation level. A formal privacy model is described in the policy level
to provide upon it a reasoning mechanism for the evolution. The framework supports in the negotiation
level of the agreement a lifecycle management which is an important deal of a dynamic environment that
characterizes Web services. Hence, the privacy evolution is handled in this level. A negotiation protocol
is proposed to enable ongoing privacy negotiation to be translated into a new privacy agreement.

Research Approach Usage

Privacy is considered an orthogonal quality attribute with respect to all other quality attributes and is
dealt with separately in quality-based matchmaking and negotiation systems. To this end, the approach
proposed by this paper can be used in order to enforce in parallel to the negotiation of the other qualities
the negotiation of privacy information. So, actually, two different types of negotiation can take place in
the system between the negotiation participants both at the level of a single service and at the level of the
composite service.
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Chapter 5

Discussion and Conclusions

In this deliverable, a rich and extensible quality meta-model has been proposed that can be used for pre-
cisely defining service quality models (like the S-Cube Quality Reference Model (QRM)), service quality
specifications and SLAs. Moreover, this meta-model captures information that can be used in service ne-
gotiation like negotiation capabilities, strategies, and cost models. Its development has followed a design
approach. Firstly, a set of requirements was gathered and then prioritized, filtered or extended, and
structured into a coherent ordered and structured set. Secondly, based on these requirements set and the
comments of the WP partners, the quality meta-model was designed and developed. The meta-model
was expressed using both the OWL ontology language ' and the UML modeling language 2. In Section
5.1, we will elaborate on the usefulness of these two representations of the meta-model considering the
role that quality plays in the service life-cycle.

The second objective of this deliverable was to propose a methodology for decomposing end-to-
end quality into quality specifications for individual SLAs. To this end, it was first demonstrated that
composite service negotiation can be used to achieve this objective and produce a composite contract
that encompasses the quality specifications for individual SLAs. Then, a composite negotiation example,
extending the Wine Production case study, was given, whose result, i.e. the composite contract, was
specified based on the service quality meta-model. In this way, the meta-model’s effectiveness and
sufficiency was highlighted. Finally, a partial solution to the composite service negotiation problem was
sketched based on the research work of the WP partners.

While composite service negotiation achieves to construct an SBA, it is not enough for ensuring that
this SBA functions properly and assuring that its quality conforms to the service levels embodied in the
composite contract. Section 5.2 shortly elaborates on this issue and explains how the next WP deliverable
aims to address it.

5.1 Candidate Formalisms for the Meta-Model

The quality meta-model can be used in service quality definition, matchmaking, and negotiation as it
captures appropriate and essential information for these three processes. However, the implementation
formalism of this meta-model has a significant impact on how these three process can exploit the infor-
mation captured by this meta-model to achieve their goals.

The quality meta-model has been represented using both the OWL and UML formalisms. Both of
these formalisms cater for a formal quality description model. However, their expressiveness is different
and partially complementary, while their tool and technique support is quite different. We are not going
to describe and compare the expressivity of these formalisms. The prospective reader can refer to [28, 29]
for a complete comparison. However, we are going to show how supporting tools and techniques can be

"Meta-model is available at the URL: http://www.csd.uoc.gr/~kritikos/Quality_meta-model.owl
2Meta-model is available at the URL: http://www.csd.uoc.gr/~kritikos/Quality_meta-model.zip
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used to support or enable or implement the above three processes.

5.1.1 Quality Definition, Validation, and Alignment

Both OWL and UML can be used to define a quality meta-model. With this meta-model, quality specifi-
cations and models can be defined. However, after defining a quality model, the problem is if this model
is valid and correct. OWL is accompanied by reasoning techniques that can infer if a specific ontologi-
cal specification is consistent with its description model. However, this consistency partially solves our
problem because it cannot guarantee that the constraint description is correct (i.e., that there is a solution
allowed by the constraint set so that all quality metrics or unmeasurable attributes take a specific value
from their value type). One solution could be that after ontology consistency, a translation of the con-
straint description into a constraint model is performed and then this model is checked for consistency
with the help of a linear or constraint programming engine.

The ambiguity inherent in UML coupled with its support of multiple viewpoint modeling pose a great
risk of inconsistency. Many classifications of UML inconsistencies exist in the literature today. Several
proposals are also made for the mitigation of this risk, which do not provide a complete solution to this
problem. One solution adopted by many approaches is to check the consistency of a UML model only
after translating them into a more formal notation that naturally supports this kind of analysis. INRIA has
already performed work towards this solution for service quality specifications. In the next paragraph,
we sketch their solution, which will be implemented in the near future.

The transformation of the specification of a quality modeling language specification or a quality
meta-model (QMM) to a formal methods language, Alloy, is proposed. The formal specification of
the QMM in the form of an Alloy model is viable to different kinds of analysis. First, hundreds and
thousands of models in the domain specified by the QMM can be easily generated. The generated models
can be analyzed using an oracle which can be a program, a set of constraints or a human inspector. The
analysis results in the identification of undesirable models that were allowed by the QMM. The QMM
can be iteratively improved by adding expert-made Alloy facts that prevent the generation of undesirable
models. The Alloy facts are generalizations to prevent the existence of some properties of the undesirable
models. The generation of models itself can be guided by strategies that cover the entire QMM. The use
of meta-model coverage criteria to guide the generation of hundreds of different models that instantiate
different aspects of the QMM in different quality models is proposed. Second, the Alloy model of the
QMM can be checked based on assertions. If a certain assertion must always be true for the QMM,
a check is performed in a finite scope in an attempt to obtain counter-examples. A counter-example
indicates that the QMM still does not conform to the desired assertion and the counter-example indicates
that the language still allows the creation of erroneous models. We can therefore add new constraints as
Alloy facts to the QMM specification to prevent the generation of these counter-examples.

Except from validating the models produced by a quality meta-model, another quality definition
problem concerns the fact that two quality objects (i.e., instance of a concept) can be identical. For
example, a service provider and requester may produce quality specifications that define the same qual-
ity metric differently. OWL and its supporting reasoning techniques can solve this problem by using
alignment rules that dictate when two different objects are the same. For instance, QoS metric match-
making rules are proposed by Kritikos and Plexousakis [30]. In this way, service quality specifications
can be aligned with each other by exploiting alignment algorithms [15]. On the contrary, UML cannot
solve this problem, which causes accuracy problems in the quality-based matchmaking algorithms and
processes [15].

5.1.2 Quality-based Service Matchmaking

After the production of service quality offerings and demands (based on the quality meta-model), a
matchmaking algorithm/process must be executed in order to find which offerings match with a demand
requested by a user. Basically, there have been two different types of approaches used to solve this
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quality-based service matchmaking problem with OWL. The first approach [11] complements the OWL-
S functional description language with an OWL-based quality language used to describe a service quality
profile and then proposes a matchmaking metric for these quality profiles. Unfortunately, this approach
works only for integer-valued quality metrics and attributes as it uses in a erroneous way the OWL feature
of cardinality constraints. The second approach [31] recognizes the fact that OWL cannot be used for
reasoning about quality constraints so it proposes a hybrid solution: a) OWL is used to describe quality
specifications and rules are used to matchmake quality concepts and align these specifications; b) the
constraint part of these specifications is transformed to a specific constraint model and matchmaking a
quality offer and demand is performed by creating a joined constraint model which is then solved. The
latter approach is quite promising and could be used for exploiting the quality meta-model in quality-
based service matchmaking.

On the contrary, UML cannot be used for solving this problem because first of all it cannot be used for
matchmaking quality objects. Based on the UML-based solution of the consistency problem, a similar-
principles solution is sketched in the following. In particular, the transformation of a service’s A quality
model ()4 to a model M4 in the formal language Alloy is proposed. The client’s query quality model
Qg is transformed to a set of assertions S, in Alloy. Each assertion a in S is checked for a finite scope
against the Alloy model M 4. If a counter example is discovered for a scope that is large enough or within
certain time bounds, the quality model of service A is declared as not suitable for the requirements of
the client. This helps to filter out those services that do not match quality requirements of a client. If a
counter example is not discovered in a large finite scope, it can be concluded that the service satisfies all
requirements in the form of assertions of the query quality model (),. This approach is not limited to
the use of Alloy but can be extended to other formal methods tools such as PROMELA, SPIN, and CLP.
However, it is incomplete.

5.1.3 Service Negotiation

OWL along with rules can be used for assisting the service negotiation process [1]. The OWL querying
mechanisms can be used for getting particular information from a quality model, while OWL reasoning
mechanisms can be used for inferring new knowledge. On the contrary, UML does not have querying
mechanisms, while it cannot also be used for inferring new knowledge automatically unless its specifi-
cations are transformed to different formalisms like Description Logics (DLs) or logic programs.

5.2 End-to-End Quality Assurance

While composite service negotiation, which is partially dealt with in this deliverable, achieves to con-
struct an SBA, it is not enough for ensuring that this SBA functions properly and assuring that its quality
conforms to the service levels embodied in the established composite contract. For ensuring that the
SBA functions as expected, we must assure that the SBA is functionally correct and satisfies its quality
requirements. This means that we must define a set of functional and non-functional properties of in-
terest and to have some techniques able, in a possibly automatic way, to decide if the composite service
as well as the services in the composition satisfy these properties. For instance, formal methods, most
of them with a semantics based on transition systems (e.g. automata, Petri nets, process algebras), have
been used to guarantee correct service compositions [32].

On the other hand, the contract enactment activity concerns executing the contract and assuring its
satisfaction. In the specific context of contracts on quality aspects, this activity coincides with assuring
the satisfaction of (end-to-end and individual) quality guarantees negotiated between a service provider
and the service requestor (or third-party service providers). Novel techniques for the run-time and proac-
tive assurance of quality, such as the (formal) analysis of service specifications during run-time, or the
prediction of quality attributes can be used to support the contract enactment activity. This is considered
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both from the service provider point of view (e.g., run-time quality assurance) as well as from the service
requestor point of view (e.g., monitoring on whether the agreed quality is delivered).

The forthcoming deliverable CD-JRA-1.3.4 “Initial set of principles, techniques and methodologies
for assuring end-to-end quality and monitoring SLAs” aims to address the above two problems by de-
vising an initial set of principles, techniques, and methodologies for assuring end-to-end quality and for
monitoring composite contracts and their constituent parts.
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